The Information Security Industry is Broken
And we’re going to fix it.

Background
The information security industry isn’t new. Since the beginning of humanity, we’ve had the need for
information security. Assuming you share our definition of “information security”
Information security is the application of administrative, physical, and technical controls to
protect the confidentiality, integrity, and availability of information.
Security examples throughout history
My background
My observations
My frustrations
Why this book and why now?
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What’s Broken
The first half of the book focuses on what’s wrong with the information security industry.
Recent news
Recent fears
How did we get here?

1. A house without a solid foundation will not stand.
A house without a foundation will not stand. Foundational information security concepts that are
consistently broken (or missing).
They are like a man building a house, who dug down deep and laid the foundation on rock. When a flood
came, the torrent struck that house but could not shake it, because it was well built.

Start with the basics.
For instance:
•
•
•
•

Asset Management – I can’t effectively secure what I don’t know I have.
Change Control – I can’t secure what I can’t control.
Access Control – I can’t secure what I can’t control.
Vulnerability Management – I can’t account for weaknesses (vulnerabilities) in things that I don’t
know I have and don’t control.

•

Risk Management (and metrics) – I can’t manage what I can’t measure.

Foundations aren’t sexy, but they’re essential/critical

2. People don’t like us
“I mean, really: what kind of person could possibly dislike me?”
― Jeff Lindsay, Dearly Devoted Dexter

3. Lipstick on a pig
Start over if necessary.
Simplify – complexity is the enemy.
If something is insecure at the core…

4. We have the wrong expectations
“My expectations were reduced to zero when I was 21. Everything since then has been a bonus."
― Stephen Hawking

There is no such thing as “secure” and I can’t prevent all breaches.
Detection and response are equally important.

5. The Blame Game

Information security is an IT issue

If only software developers/vendors would write secure code
It’s the vendor’s fault
I had no idea…
Look in the mirror and ask yourself…
Lack of ownership.

The board is responsible.
Glass houses

6. The herd is running off a cliff
The herd mentality “If everyone is thinking alike, then somebody isn't thinking.”
― George S. Patton Jr.
What’s everybody else doing?
I get it, due care/due diligence… but, what if what everybody else is doing is wrong?
Do we even know what everybody else is doing? We suck at data.

7. We’re not kids
There are two levers for moving men -- interest and fear.
-Napoleon Bonaparte
Being told what to do. Compliance.

8. Words don’t matter
“Most modern freedom is at root fear. It is not so much that we are too bold to endure rules; it is rather
that we are too timid to endure responsibilities.”
― G.K. Chesterton, What's Wrong with the World
“Listen with curiosity. Speak with honesty. Act with integrity.”
― Roy Bennett

We’re fooled into thinking that there are rules.
We write rules, but we don’t follow them, so are they rules?

9. The money grab works for them, no so much for you.
I’m a capitalist, but I’m not greedy (there’s a difference).
You get sold stuff you don’t need all the time, and you ask for it.
Lipstick on a pig.
He that is of the opinion money will do everything may well be suspected of doing everything for
money.

Benjamin Franklin

10. No shortage of “experts”.
Advice, advice, advice until you puke.
There are three things that make a good security pro; ethics, knowledge, and experience. You can’t
speed experience.
There is nothing more hateful than bad advice.
Sophocles
“Few people are capable of expressing with equanimity opinions which differ from the prejudices of
their social enviroment. Most people are incapable of forming such opinions."

(Essay to Leo Baeck, 1953)”
― Albert Einstein
“Stay in drugs. Eat your school. Don’t do vegetables.” - Anonymous

How We’ll Fix It
The second half of the book focuses on what we’re going to do to fix it.

1. Speak the Same Language
Words matter, use them wisely.
Business and security speaking the same language.

Start with the basics.

2. Earn a New Reputation
We’ve been doing this wrong for a long time, so we’ve got a lot of reputation repair to do.

3. Start over (if necessary)
You need to do the work.
If you do the work long enough, it ends up not being work anymore; it ends up being a way of life.

4. Prevention is optimal, but not achievable
5. Ownership and accountability
6. Focus on you
Information security isn’t a one size fits all.

7. Find the right motivation
8. Say what you mean, mean what you say
9. Focus on the need; focus on the problem
Spend your money where it’s needed.

10. Mentorship and community

Don’t Panic
Panic doesn’t lead to good decision-making. Use more logic to make decisions, and less emotion.

The Practical
How to do what we just said…
FRSecure
FRSecure Mentor Program
FISA™
FISASCORE™
20/20 Secure (and the community it fosters)
Mid-market → Small business (why?)
Where do large corporations fit?

